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NIST Identifies Types of Cyberattacks That Manipulate
Behavior of Al Systems

Publication lays out “adversarial machine learning?” threats, describing mitigation strategies and their
limitations.

January 4,2024

. Ay ton wh . and attackers are exploiting this ssue. & MEDIA CONTACT
« New guidance documents the types of these attacks, along with mitigation approaches. Chad Boutin
charles.boutin@nist.gove
(301) 975-4261

= Nofoolproof method exists as yet for protecting Al from misdirection, and Al developers and users should
be wary of any who claim otherwise.
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NIST Special Publication 800-207

Zero Trust Architecture
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Oliver Borchert
Stu Mitehell
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C. Cui's Blog : “Addressing Hallucination in LLMs” in https://cuicaihao.
com/category/llm/

MIT @ https://mitsloanedtech.mit.edu/ai/basics/addressing-ai-
hallucinations-and-bias/

NIST Special Publication 800-207 : “Zero Trust Architecture”: https://
nvlpubs.nist.gov/nistpubs/specialpublications/NIST.SP.800-207 .pdf
Microsoft Zero Trust Guidance : https://learn.microsoft.com/ja-jp/
security/zero-trust/

OpenMind : “A Gentle Introduction to Differential Privacy”: https://
openmined.org/blog/tag/differential-privacy/

Hackernoon : https://hackernoon.com/microsoft-seal-and-the-dawn-of-
homomorphic-encryption

IBM Security : “IBM Storage Ceph Object Storage Attribute-based
Access Control (ABAC) Authorization” https://community.ibm.com/
community/user/storage/blogs/daniel-alexander-parkes/2024/03/09/
ceph-object-iam-sts-abac

Google Cloud: https://cloud.google.com/blog/topics/developers-
practitioners/cloud-iam-google-cloud

Auditboard : “Al Auditing Frameworks to Encourage Accountability” :
https://www.auditboard.com/blog/ai-auditing-frameworks/

PwC : https://www.pwc.com/us/en/tech-effect/ai-analytics/managing-
generative-ai-risks.html
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%10 “AIPESZ77UMF1vY”: https://www.technologyreview.jp/s/345967/
googles-new-tool-lets-large-language-models-fact-check-their-
responses/

DataGemma : Using real-world data to address Al hallucinations :
https://blog.google/technology/ai/google-datagemma-ai-llm/
OpenAl Official Guide : 3-Step Process to Reduce Hallucinations and
Increase LLM Answer Accuracy Joyce Birkins, Sep 19, 2024

11 AWS :“AWS re:Inforce 2024 - Using generative Al to create more
secure applications (APS321) : https://www.youtube.com/
watch?v=KaDzLAdBAGg
McKinsey : “How McKinsey Uses Generative Al to Revolutionize
Document Classification| Al in Knowledge Management”: https://www.
youtube.com/watch?v=pLVD4kO1pA8

%12 Deloitte Insights: https://www.deloitte.com/tz/en/Industries/financial-
services/perspectives/gx-ai-and-risk-management.html
“What Is the Role of Al in Threat Detection?”: https://www.
paloaltonetworks.com/cyberpedia/ai-in-threat-detection

%13 Spellbook : https://www.spellbook.legal/learn/ai-legal-contract-review-
faster-analysis
Thomson Reuters : https://legal.thomsonreuters.com/blog/how-ai-
enabled-tech-can-ease-the-headache-of-contract-review/

%14 SDK.finance: https://sdk.finance/how-ai-document-verification-
technology-can-help-combat-document-fraud/
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